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Information dynamics

We talk about computation as:

Memory

Signalling

Processing

Idea: quantify computation via:

Information storage

Information transfer

Information modification

Distributed computation is any process involving these features:

Time evolution of cellular automata
Information processing in the brain
Gene regulatory networks computing cell behaviours
Flocks computing their collective heading
Ant colonies computing the most efficient routes to food
The universe is computing its own future!

General idea: by quantifying intrinsic computation in the language
it is normally described in, we can understand how nature
computes and why it is complex.
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Information dynamics

We talk about computation as:

Memory

Signalling

Processing

Information dynamics

Information storage

Information transfer

Information modification

Key properties of the information dynamics approach:

A focus on individual operations of computation rather than
overall complexity;

Alignment with descriptions of dynamics in specific domains;

A focus on the local scale of info dynamics in space-time;

Information-theoretic basis directly measures computational
quantities:

Captures non-linearities;
Is applicable to, and comparable between, any type of
time-series.
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1 Motivation

2 Information dynamics
Information-theoretic preliminaries
Measures of information dynamics

3 Application areas
Space-time characterisation of information processing
Relating complex network structure to function
Characterising phase transitions
Studying and guiding self-organisation

4 Wrap-up
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Motivating example: cellular automata

CAs: simple dynamical systems;

known causal structure and rules.

time

(Wuensche, 1999)

Emergent structure:

Domain, blinkers
Particles

Gliders, domain walls

Collisions

Conjectured to represent:

Information storage
Information transfer

”

Information modification
It’s easy to identify which components store, transfer and modify
information in a PC – it’s not so easy in complex systems.
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Motivating example: cellular automata

Mitchell et al. (1994, 1996) used GAs to evolve CAs to solve
specific computational tasks.
In attempting the density classification task (above), the CA uses:

domains and blinkers β to store information;
gliders γ,η to transfer information;
glider collisions e.g. γ+β → η to modify/process information.
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Information dynamics

Key question: how is the next state of a variable in a complex
system computed?

Q: Where does the
information in xn+1 come
from, and how can we
measure it?

Q: How much was stored,
how much was transferred,
can we partition them or do
they overlap?

Complex system as a multivariate time-series
of states
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Information dynamics

Studies computation of the next state of a target variable in terms
of information storage, transfer and modification: (Lizier et al.,

2008b, 2010, 2012b)

The measures examine:

State updates of a
target variable;

Dynamics of the
measures in space
and time.
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Entropy

(Shannon) entropy is a measure of uncertainty.
Intuitively: if we want to know the value of a variable, there is
uncertainty in what that value is before we inspect it (measured in
bits).
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Sample entropy calculation

Here we have p(yes) = 11/14, p(no) = 3/14 – what is H?

x = yes|no p(x) − log2 p(x) −p(x) log2 p(x)

yes 0.786 0.348 0.273
no 0.214 2.22 0.476

H = 0.750 bits
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Conditional entropy

Uncertainty in one variable X in the context of the known
measurement of another variable Y .
Intuitively: how much uncertainty is there in X after we know the
value of Y ?

e.g. How uncertain are we about the web server is running if we know the IT guy is at lunch?

H(X |Y ) = H(X ,Y )− H(Y ) = −
∑

x∈X

∑
y∈Y

p(x , y) log p(x |y)
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Mutual information

Information is a measure of uncertainty reduction.
Intuitively: common information is the amount that knowing the
value of one variable tells us about another.
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Information-theoretic quantities

Shannon entropy

Conditional entropy

Mutual information (MI)

Conditional MI

H(X ) = −
∑

x

p(x) log2 p(x)

= 〈− log2 p(x)〉

H(X |Y ) = −
∑
x ,y

p(x , y) log2 p(x |y)

I (X ;Y ) = H(X ) + H(Y )− H(X ,Y )

=
∑
x ,y

p(x , y) log2
p(x |y)

p(x)

=

〈
log2

p(x |y)

p(x)

〉
I (X ;Y |Z ) = H(X |Z ) + H(Y |Z )− H(X ,Y |Z )

=

〈
log2

p(x |y , z)

p(x |z)

〉
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Local measures

We can write local (or point-wise) information-theoretic measures
for specific observations/configurations {x , y , z} (Ash, 1965;
MacKay, 2003):

h(x) =− log2 p(x), i(x ; y) = log2
p(x |y)

p(x)

h(x |y) =− log2 p(x |y), i(x ; y |z) = log2
p(x |y , z)

p(x |z)

We have H(X ) = 〈h(x)〉 and I (X ;Y ) = 〈i(x ; y)〉, etc.

If X ,Y ,Z are time-series, local values measure dynamics over
time.
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Information dynamics – recap of concept

Studies computation of the next state of a target variable in terms
of information storage, transfer and modification: (Lizier et al.,

2008b, 2010, 2012b)

The measures examine:

State updates of a
target variable;

Dynamics of the
measures in space
and time.
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Active information storage (Lizier et al., 2012b)

How much information about the next observation Xn+1 of process

X can be found in its past state X
(k)
n = {Xn−k+1 . . .Xn−1,Xn}?

Active information storage:

AX = I (Xn+1;X
(k)
n )

=
〈

log2
p(xn+1|x(k)

n )
p(xn+1)

〉
Average information from past state that
is in use in predicting the next value.

Local active information storage:

aX (n) = log2
p(xn+1|x(k)

n )
p(xn+1)

Information from a specific past state
that is in use in predicting the
specific next value.

AX = 〈aX (n)〉

aX (n)
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Interpreting local active information storage

aX (n) = log2
p(xn+1|x(k)

n )
p(xn+1)

1. p(xn+1 | x(k)
n ) > p(xn+1) past state was informative aX (n) > 0

2. p(xn+1 | x(k)
n ) < p(xn+1) past state misinformative aX (n) < 0

Cellular automata example:
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JIDT Toolkit on google code

(Lizier et al., 2007-2012)

http://lizier.me/jidt
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Information transfer

How much information about the state transition X
(k)
n → Xn+1 of

X can be found in the past state Y
(l)
n of a source process Y ?

Transfer entropy: (Schreiber, 2000)

TY→X = I (Y
(l)
n ;Xn+1 | X(k)

n )

=
〈

log2
p(xn+1|x(k)

n ,y(l)
n ))

p(xn+1|x(k)
n ))

〉
Average info from source that helps
predict next value in context of past.

Storage and transfer are complementary:
HX = AX + TY→X + higher order terms

Local transfer entropy: (Lizier et al., 2008b)

tY→X (n) = log2
p(xn+1|x(k)

n ,y(l)
n ))

p(xn+1|x(k)
n ))

Information from a specific observation
about the specific next value.
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Information transfer

Transfer entropy measures directed coupling between time-series.
Intuitively: the amount of information that a source variable tells
us about a destination, in the context of the destination’s current
state.

e.g. How much does knowing the IT guy is at lunch tell us about the
web server running, given its previous state?
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Information dynamics in CAs
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Other transfer entropy characteristics

TE can be made conditional TY→X |Z = I (Y
(l)
n ;Xn+1 | X(k)

n ,Z
(m)
n )

or multivariate TY→X |Z = I ({Y(l)
n ,Z

(m)
n };Xn+1 | X(k)

n ) (Lizier et al.,

2008b, 2010, 2011b)
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2014)

Computed over delay u as TY→X |Z = I (Y
(l)
n−u+1;Xn+1 | X(k)

n )
(Wibral et al., 2013).
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Information transfer 6= causality (Lizier and Prokopenko, 2010)

Measuring causality as information flow (Ay and Polani, 2008) (via
Pearl (2000) interventions), on a local scale (Lizier and Prokopenko,

2010):

(a) Raw CA (b) LTE right (c) Info flow right

Lizier
and
Prokopenko
(2010)

Everything that is causal is not a transfer
Strong transfers are not necessarily strongly causal
TE only measures transfer on causal links
Conditional TE is perhaps most useful observational
inference for causality
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Information modification

Attempts made to quantify this by Lizier et al. (2010) and Flecker
et al. (2011), but neither are completely satisfactory.

Lizier et al. (2013) define the
measure theoretically, but
practical implementation awaits
realisation of:

The Partial Information
Decomposition (PID) approach,
a theoretical approach posed by
Williams and Beer (2010a) to
properly measure redundancies
and synergies,

{M}{Y}{M} {Y}

{MY}

I(X;M) I(X;Y)

I(X;M,Y)

But realisation of PID is a hot topic of debate in contemporary
information theory (Bertschinger et al., 2012; Griffith and Koch,
2014; Harder et al., 2013; Lizier et al., 2013) ...
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Application areas of information dynamics

Key question: what can it tell us?

I see the main application areas as follows:

1 Space-time characterisation of information processing;

2 Relating network structure to function;

3 Characterising dynamics of phase transitions;

4 Studying and guiding self-organisation.
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Space-time characterisation of info processing

Idea:

Highlight information processing hot-spots;

Use information processing to explain dynamics.

Classic example: cellular automata
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Space-time characterisation of info processing

Idea:

Highlight information processing hot-spots locally;

Use information processing to explain dynamics.

Local TE reveals coherent information cascades in flocking
dynamics (Wang et al., 2012).
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Space-time characterisation of info processing

Idea:

Highlight information processing hot-spots locally;

Use information processing to explain dynamics.

Computational neuroscience examples:

High local TE to motor control during button pushes
(Lizier et al., 2011a)

Lower AIS in hippocampus of autism spectrum disorder
subjects (Gómez et al., 2014)

Local AIS reveals stimulus preferences and surprise on
stimulus change in visual cortex (Wibral et al., 2014):

40 ms-74.5 ms 126.5 ms 227 ms 327.5 ms 428.5 ms

-60  60 a.u.
4.11 mm2.

20
 m

m

direction of motion:180 deg.
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Relating network structure to function

Idea:

Diversity of network processes is a road-block to a unified
view of the structure-function question;

Information dynamics can address this and aligns with
description of dynamics on complex networks.
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Relating network structure to function
In a small-world network transition: (Lizier et al., 2011b)
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Info storage is supported by clustered structure – contributions of
feedback and forward motifs identified (Lizier et al., 2012a).
Info transfer is promoted by long links as network is randomised.
In-degree and betweeness centrality correlated to higher transfer
capability (Ceguerra et al., 2011; Lizier et al., 2009).

1. Info storage
dominates dynamics
of regular networks
→

2. Info transfer
dominates dynamics
of random networks
←

Random Boolean
dynamics, K̄ = 4, r
= 0.36, N = 264

3. Balance near
small-world regime
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Effective network analysis

The “inverse problem” – effective connectivity analysis with transfer
entropy:

lSC
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rBG

lPMD

lSMA

lSPL

rSC

rCer

rPMD

rSPL

lM1

TRENTOOL etc. from Lindner et al. (2011);

Vicente et al. (2011); Wibral et al. (2011)

Extensions to interregional (Lizier et al.,

2011b).

Multivariate extensions to eliminate
redundancies and incorporate synergies
(Lizier and Rubinov, 2012)

Correlated with team performance in
RoboCup interactions (Cliff et al., 2013, 2015)
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entropy:

lSC

V1

rBG

lPMD

lSMA

lSPL

rSC

rCer

rPMD

rSPL

lM1

TRENTOOL etc. from Lindner et al. (2011);

Vicente et al. (2011); Wibral et al. (2011)

Extensions to interregional (Lizier et al.,

2011b).

Multivariate extensions to eliminate
redundancies and incorporate synergies
(Lizier and Rubinov, 2012)

Correlated with team performance in
RoboCup interactions (Cliff et al., 2013, 2015)
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Characterising dynamics of phase transitions

Idea:

Much interest in the complex behaviour around critical states;

Much conjecture on information processing capabilities here;

Desire to identify phase transitions early.
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Characterising dynamics of phase transitions

Random Boolean Networks (RBNs) show typical results: (Lizier

et al., 2008c)

1. Info storage
dominates
ordered regime
→

2. Info transfer
dominates
chaotic regime
←

r = 0.5, N =
250

3. Maxiisations
on either side but
balance near
critical regime



Outline Motivation Information dynamics Application areas Wrap-up

Characterising dynamics of phase transitions

Echo state networks: storage and transfer maximised near critical
regime (Boedecker et al., 2012).
Ising model: transfer maximised at criticality; multivariate TE
maximised just on chaotic side of transition (Barnett et al., 2013).
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Studying self-organisation

Revealing trends in neural dynamics during evolution in Polyworld
(Lizier et al., 2011c).

Priesemann et al. (2015, in progress) study of spike recordings in
hippocampal and cortical cultures:

Information processing capacity increases with maturation;

and is correlated with decreasing distance to criticality.

Info dynamics being used to study self-org of SORNs (Lazar &
Obst, in progress)
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Guiding self-organisation

TE used as a fitness function in evolution to guide self-organisation
of a snake-like robot – coherent information waves emerge (Lizier
et al., 2008a).
Dasgupta et al. (2013) used AIS to adjust parameters of neurons,
achieving greater performance for the NN on delayed memory
tasks.
Links to thermodynamics: transfer entropy as external entropy
production (Prokopenko and Lizier, 2014).

Open question: how best to harness information dynamics for
design?
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Summary

Information dynamics delivers measures for operations on
information, on a local scale in space and time, in complex systems.
Proof of concept: quantitative confirmation of computational roles
of emergent structures in cellular automata.
→ We no longer have to rely on conjecture on computational
properties.

What can it do for us?

Space-time characterisation of information processing;

Relating network structure to function;

Characterising dynamics of phase transitions;

Studying and guiding self-organisation.

etc. . . .
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Final messages

We’re seeking PhD students for our new Complex Systems group
at University of Sydney

Java Information Dynamics Toolkit (JIDT) –
http://code.google.com/p/information-dynamics-toolkit/

“The local information dynamics
of distributed computation in
complex systems”, J. T. Lizier,
Springer, Berlin (2013).

“Directed information measures
in neuroscience”, edited by M.
Wibral, R. Vicente and J. T.
Lizier, Springer, Berlin (2014).

http://code.google.com/p/information-dynamics-toolkit/
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Freitag, S. Schlitt, S. Bölte, R. Hornero, and M. Wibral. Reduced predictable
information in brain signals in autism spectrum disorder. Frontiers in
Neuroinformatics, 8:9+, 2014. ISSN 1662-5196. doi: 10.3389/fninf.2014.00009.
URL http://dx.doi.org/10.3389/fninf.2014.00009.

V. Griffith and C. Koch. Quantifying synergistic mutual information. In
M. Prokopenko, editor, Guided Self-Organization: Inception, volume 9 of
Emergence, Complexity and Computation, pages 159–190. Springer Berlin
Heidelberg, 2014. doi: 10.1007/978-3-642-53734-9\ 6. URL
http://arxiv.org/abs/1205.4265.

http://link.springer.com/article/10.1007/s12530-013-9080-y
http://dx.doi.org/10.1063/1.3638449
http://dx.doi.org/10.3389/fninf.2014.00009
http://arxiv.org/abs/1205.4265


Outline Motivation Information dynamics Application areas Wrap-up

References III

M. Harder, C. Salge, and D. Polani. Bivariate measure of redundant information.
Physical Review E, 87:012130+, Jan. 2013. doi: 10.1103/physreve.87.012130.
URL http://dx.doi.org/10.1103/physreve.87.012130.

M. Lindner, R. Vicente, V. Priesemann, and M. Wibral. TRENTOOL: A Matlab open
source toolbox to analyse information flow in time series data with transfer entropy.
BMC Neuroscience, 12(1):119+, Nov. 2011. ISSN 1471-2202. doi:
10.1186/1471-2202-12-119. URL
http://dx.doi.org/10.1186/1471-2202-12-119.

J. Lizier, J. Heinzle, C. Soon, J. D. Haynes, and M. Prokopenko. Spatiotemporal
information transfer pattern differences in motor selection. BMC Neuroscience, 12
(Suppl 1):P261+, 2011a. ISSN 1471-2202. doi: 10.1186/1471-2202-12-s1-p261.
URL http://dx.doi.org/10.1186/1471-2202-12-s1-p261.

J. T. Lizier and M. Prokopenko. Differentiating information transfer and causal effect.
European Physical Journal B, 73(4):605–615, Jan. 2010. ISSN 1434-6028. doi:
10.1140/epjb/e2010-00034-5. URL
http://dx.doi.org/10.1140/epjb/e2010-00034-5.

J. T. Lizier and M. Rubinov. Multivariate construction of effective computational
networks from observational data. Technical Report Preprint 25/2012, Max Planck
Institute for Mathematics in the Sciences, 2012.

http://dx.doi.org/10.1103/physreve.87.012130
http://dx.doi.org/10.1186/1471-2202-12-119
http://dx.doi.org/10.1186/1471-2202-12-s1-p261
http://dx.doi.org/10.1140/epjb/e2010-00034-5


Outline Motivation Information dynamics Application areas Wrap-up

References IV

J. T. Lizier, M. Prokopenko, I. Tanev, and A. Y. Zomaya. Emergence of Glider-like
Structures in a Modular Robotic System. In S. Bullock, J. Noble, R. Watson, and
M. A. Bedau, editors, Proceedings of the Eleventh International Conference on the
Simulation and Synthesis of Living Systems (ALife XI), Winchester, UK, pages
366–373, Cambridge, MA, 2008a. MIT Press.

J. T. Lizier, M. Prokopenko, and A. Y. Zomaya. Local information transfer as a
spatiotemporal filter for complex systems. Physical Review E, 77(2):026110+, Feb.
2008b. doi: 10.1103/physreve.77.026110. URL
http://dx.doi.org/10.1103/physreve.77.026110.

J. T. Lizier, M. Prokopenko, and A. Y. Zomaya. The information dynamics of phase
transitions in random Boolean networks. In S. Bullock, J. Noble, R. Watson, and
M. A. Bedau, editors, Proceedings of the Eleventh International Conference on the
Simulation and Synthesis of Living Systems (ALife XI), Winchester, UK, pages
374–381, Cambridge, MA, 2008c. MIT Press.

J. T. Lizier, M. Prokopenko, and D. J. Cornforth. The information dynamics of
cascading failures in energy networks. In Proceedings of the European Conference
on Complex Systems (ECCS), Warwick, UK, page 54, 2009.

J. T. Lizier, M. Prokopenko, and A. Y. Zomaya. Information modification and particle
collisions in distributed computation. Chaos, 20(3):037109+, 2010. doi:
10.1063/1.3486801. URL http://dx.doi.org/10.1063/1.3486801.

http://dx.doi.org/10.1103/physreve.77.026110
http://dx.doi.org/10.1063/1.3486801


Outline Motivation Information dynamics Application areas Wrap-up

References V

J. T. Lizier, J. Heinzle, A. Horstmann, J.-D. Haynes, and M. Prokopenko. Multivariate
information-theoretic measures reveal directed information structure and task
relevant changes in fMRI connectivity. Journal of Computational Neuroscience, 30
(1):85–107, 2011b. doi: 10.1007/s10827-010-0271-2. URL
http://dx.doi.org/10.1007/s10827-010-0271-2.

J. T. Lizier, M. Piraveenan, D. Pradhana, M. Prokopenko, and L. S. Yaeger.
Functional and Structural Topologies in Evolved Neural Networks. In G. Kampis,
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